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CUCTEMA BE3OIIACHOCTHU YMHOI'O IOMA

Crarbs TOCBSIIIEHa TEME HCIOJIb30BAaHMSI TEXHOJOTMYECKMX pelleHud B cdepe
0€30MacHOCTH, MTPUMEHSIEMbIX BKYIE€ C COBPEMEHHBIMH CHCTeMaMu yMHOro foma. J[anHas pabota
MOKeT ObITh (hOpMaJbHO IMOJAENICHAa HAa JBE 4YacTU. B mepBoil YacTHM H3y4yarOTCsS TOTOBBIE
KOMIUIEKCHBIE pelieHus B cdepe obecredeHusi O€30MaCHOCTH C IEJIbI0 BBIICTUTH TJABHYIO
OTJIMYUTEIBHYIO OCOOEHHOCTD, OIPEEIISIIONLYIO TIOHATHE «cUcTemMa OezonacHocThy. OnpeaeneHue
JAaHHOW OCOOCHHOCTH MOCITYKUT OCHOBOM i pabOTHI MO CO3/IaHUIO MTPOTOTHUIIA 0A30BOTO PEIICHUS
B cpepe obecrieueHus: 0€30MaCHOCTU B YCIOBHSIX OOBIYHBIX MajorabapUTHBIX KHUIIBIX TTOMEIICHUH,
YTO M SIBJISETCS CYIIHOCTBIO BTOPOW YacTW IaHHOW pabOTHI, KaK MOMBITKA CO3/1aTh CHCTEMY,
OTBEYAIONIYI0 TJIABHBIM KPHUTEPHSM, OINHUCAHHBIM B TIEPBOH dYacTH, B TO K€ BpeMs
MPEJICTABIISAIONIYI0O MEHBIIYIO CIOXKHOCTh peaju3alliid M JIyd4llle BIUCBHIBAIONIYIOCS B YCIOBHS
cpenHectatuctuyeckoro okwnuma B PecnyOnuke Kaszaxcran. byayunm d9acTeio HaydHO-
HCCIIEIOBATENbCKONW paboThl MarucTpanTa «Pa3paboTka EeHTpaIM30BaHHON CHCTEMBI YIPaBICHUS
(GYHKIIUSIMU YMHOTO I0Ma Ha 06a3e MOOMJIbHBIX YCTPONCTBY, IPAKTHUECKAasl YacTh 1aHHOM paboThI B
OCHOBHOM paccMaTpUBAET BOIMPOCHI ammapaTHOW peanu3allid, MOCKOJNbKY MporpaMMHas CTOpOHa
Oyzner moApoOHO M KOMIUIEKCHO paccMOTpEHa B CaMOM MarucTepCKOM IMPOEKTE, JIOTMYECKH
MIPOIOIDKAs ONMCAHHYIO B JAHHOM CTaThe padoTy.
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The article is dedicated to the topic of using security-related solutions and technologies,
implemented within the framework of modern smart-house systems. The article can formally be
subdivided into two parts. In the first part, a number of ready-made solutions in field of security
provision are studied with the purpose to outline the main distinctive feature that defines the term
"security system”. That peculiar feature is to become the basis of the further work on creating a
prototype of the most basic solution for security provision in conditions of a conventional small-
scale domestic establishments, which is the core of the second part as an attempt to elaborate the
system meeting all the main criteria described in the first part, yet being less complicated and fitting
the environment of an average apartment in the Republic of Kazakhstan. Being a part of
“Development of centralized smart-home functions management system based on mobile devices”
master project, the practical part of the article mainly focuses on the hardware part of the prototype
since the software aspects of it will be considered more closely in a comprehensive manner in the
master thesis itself as a logical continuation of the work conducted in this article.

Keywords: smart home, security system, microcontroller, GPRS-shield.

Nowadays, it is difficult to deny the influence of technological advancement on
every single aspect of life, including the focus of this work — security. The
advancement of technology has contributed to the changing concept of security in
modern homes. It has changed from a simple lock and key security concept to
implementing sophisticated security systems using cameras, microphones, contact
sensors, proximity sensors, alarms, silent alarms, etc.

«The tasks of a modern security system include identifying an intruder trying
to gain access to the home, alerting the homeowner about the intrusion or intrusion
attempt, preventing the intruder from gaining access to the home, and gathering or
collecting evidence regarding the intrusion so that the perpetuators can be brought to
justice» [1, p. 271}/

Up to date, there are many out-of-the-box security systems on the market,
providing a wide variety of functions. This variety, of course, depends on the users’
needs. Let us take one of such solutions in this field as an example. The company
named «Vivint» offers its clients various ways to set up home security and
automation. It is issued in a form of «packages», which may include whatever a
certain client has a need for in the above-mentioned field. The package may simply
include doorbell camera observing the entrance to the premises and a number of
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indoor cameras — a basic package offered as an anti-burglar solution. One may also
add a number of sensors to expand the package and the functions of the system.
According to the company’s website, the following equipment is available to within a
personalized home-security package: smart home control panel, doorbell camera,
outdoor camera, garage door control, smart locks. In addition, the company itself
provides 24x7 monitoring, which means that in case of any emergency sensor
triggered, all you need to do is to contact a call-centre of the company for further
assistance with the issue at hand. The information about the system is available on
«Vivinty official website [2].

Having considered the common functions of the above mentioned smart house
security systems, it is now possible to rule out the most basic feature, which defines
the term itself: detection of force entry or unauthorized access to the premises/objects
protected by the system, as well as transmission of this information to the
owner/security agency. And considering the offers on the market of smart home
security solutions, we can clearly see that the minimal functionality one can receive
from installing the most essential parts of the system is what may be called as
«burglar protectiony. In the following part of the work, we are going to consider the
simplest solutions for carrying out this most essential task of a security system.

As a matter of detection of force entry, this can be achieved by setting up quite
a simple system, consisting of a motion sensor and microcontroller with GPRS-shield
installed. The most basic solution for this task consists of an Arduino Uno with
the SeeedStudio GPRS Shield V2.0 connected to an ultrasonic sensor HC-SR04.
The idea behind this is very simple, when the ultrasonic sensor detects a
difference in the distance that is being measured, the controller reacts with
conducting a call to a certain phone number that is specified within the code. This
will be the signal of unauthorized movement detected within the premises
observed by the sensory system. The equipment needed to create such a system is
listed below.

Hardware: Arduino Uno microcontroller, GPRS shield, ultrasonic range
finder HC-SR04, power supply 12V/2A, breadboard, jumper wires. Software:
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Arduino IDE with sim900 library installed. All the above-mentioned hardware is
widespread on the marked with a huge variety of different models, most of which
fit the purpose, the software specified is open-source based and free to download.

First, we need to connect all the components, the scheme is provided in
shield module datasheet [3]. Another important thing about setting up the shield is
about the way it will communicate with the controller. There’re two choices for
you to communicate GPRS shield with the main board while plugging the two
jumpers on to the SWserial or HWserial positions. If using SWserial, D7 and D8 will
be used by SIM900 of GPRS Shield; if using HWserial, DO (RX) and D1 (TX) will
be used [3]. Next step is sim card preparation. The most important moment here is
that the sim card must be activated and not be requesting pin code once inserted
into any device. The latter option, however, is turned off by default.

When the sim card is installed, we may proceed to setting up the prototype
and uploading the GPRS library and the sketch code onto it. GPRS shield will
rely on sim900 library, which is available in free access on the internet resources,
related to the topic. However, for the library to be fully functional after being
installed to Arduino IDE, it must have debug mode turned off. To achieve this, we
need to comment the «debug modey string within «GSM.h» file of the library by

putting “//” before the string, thus the result will look as follows://#define
DEBUG_ON
In this very file, there are the following strings:

#define GSM_ON
#define GSM_RESET

Here we need to tie the first string to the pin 9 by simply adding «9» after
it, since this is the power toggle pin, the second string needs to be commented as
it was described above.

Another modification within the library needs to be done within
«GSM.cpp» file. It is necessary to find GSM_TXPIN_ and _GSM_RXPIN _
within the code, and then assign them to the communication pins we use in this
project, thus pins 7 and 8 respectively. The result will be as follows:

#define _GSM_TXPIN_ 7
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#define _GSM_RXPIN_ 8
The last step is the code to control the system itself. We, however, do not

consider including the code itself within this work. Since all the gear used in this
project is open source based, the numerous sketches can be downloaded freely,
moreover, the libraries themselves have example sketches to start with.

Despite the above described project is a very primitive way of realizing basic
smart home security functions, it will certainly fit for the most of small-scale living
premises in the Republic of Kazakhstan, having no excessive features of the complex
solutions in this field that are offered on the market. It can also be a foundation for
somewhat bigger and more complex projects and prototypes in field of home
automation. The project described is also to be integrated as a subsystem of the
prototype of smart home functions management system, which is currently in
development within the framework of «Development of centralized smart-home

functions management system based on mobile devices» master project.
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